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Apology and Report on the Investigation Results Concerning the Leakage of Some
Customers' Personal Information Due to Unauthorized Access

December 6, 2024
KCJ GROUP Co., Ltd.

On October 22, 2024, we announced the possibility of a personal information leakage due to
unauthorized access to the KidZania website operated by our company in a press release titled
“Notice and Apology for Possible Leakage of Some Customers' Personal Information Due to
Unauthorized Access” (https://www.kidzania jp/corporate/common/pdf/241022_release.pdf ).

Following a detailed investigation conducted with the assistance of external experts, it has been
confirmed that personal information related to 24,644 customers who registered when making
reservations for KidZania Tokyo before October 17, 2024, was leaked. We hereby report the findings
in the following.

We sincerely apologize for the significant inconvenience and concern caused to our customers and
all related parties. Based on the investigation results, we will individually contact affected
customers starting today via email or phone to extend our apologies and inform them of the
situation.

We take this incident very seriously and will implement further measures to prevent recurrence. We
once again deeply apologize to our customers and all related parties for this incident.

1. Background

On October 16, 2024, unauthorized access to our website was detected, and defense measures
were implemented. However, on October 17, the possibility of personal information leakage was
identified, and immediate measures were taken to block further leaks. The first press release
regarding this matter was issued on October 22. With the cooperation of external experts, we have
then investigated the scope of the impact and identified the affected individuals, leading to today’s
announcement.

We have also reported this incident to the Personal Information Protection Commission and the
relevant police stations.

2. Details of the Leakage of Personal Information

(1) Cause

The incident was caused by a security vulnerability in a part of the program on the KidZania website
operated by our company, which was targeted by the unauthorized access. The vulnerability has
been remedied, and security measures have been completed.

(2) Personal Information Subject to This Incident
The following information concerning 24,644 customers who registered during reservations for
KidZania Tokyo before October 17, 2024:

*Name

*Email address
*Phone number
*Address



Please note that no credit card information used during reservations, nor personal information of
children or individuals other than the registrants, has been leaked. Additionally, no information
registered for reservations at KidZania Koshien or KidZania Fukuoka has been leaked.

Furthermore, no secondary damages, such as the disclosure or unauthorized use of personal
information, have been confirmed to date.

3. Our approaches to Customers

Affected customers will be contacted individually via the email address or phone number registered
at the reservation website of KidZania Tokyo. Customers not affected by this incident will not be
contacted.

4. Measures to Prevent Recurrence

We take this matter very seriously and have implemented necessary measures, including a
comprehensive vulnerability assessment of our systems by external experts, to prevent similar
incidents. We will continuously enhance our security measures.

5. Inquiries
For inquiries related to this matter, please contact the following:

[Inquiry Desk for Unauthorized Access]
https://www.kidzania.jp/contact/access_form

Additionally, we have prepared a "Frequently Asked Questions (FAQ)" section, which can be
accessed via the aforementioned URL. We sincerely encourage you to review it for additional
clarification and details.



